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Geheimschutz? Grundschutz? Aller Anfang ist schwer. 
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Confidential 

©
 2

0
1
4
 A

ir
b
u
s
 D

e
fe

n
c
e
 a

n
d
 S

p
a
c
e
 –

 A
ll
 r

ig
h
ts

 r
e
s
e
rv

e
d
. 
T

h
e
 r

e
p
ro

d
u
c
ti
o
n
, 
d
is

tr
ib

u
ti
o
n
 a

n
d
 u

ti
li
z
a
ti
o
n
 o

f 
th

is
 d

o
c
u
m

e
n
t 
a
s
 w

e
ll
 a

s
 t

h
e
 c

o
m

m
u
n
ic

a
ti
o
n
 o

f 
it
s
 c

o
n
te

n
ts

 t
o
 o

th
e
rs

 w
it
h
o
u
t 
e
x
p
re

s
s
 a

u
th

o
ri

z
a
ti
o
n
 is

 

p
ro

h
ib

it
e
d
. 
O

ff
e
n
d
e
rs

 w
il
l 
b
e
 h

e
ld

 l
ia

b
le

 f
o
r 
th

e
 p

a
y
m

e
n
t 
o
f 
d
a
m

a
g
e
s
. 
A

ll
 r

ig
h
ts

 r
e
s
e
rv

e
d
 in

 t
h
e
 e

v
e
n
t 
o
f 
th

e
 g

ra
n
t 
o
f 
a
 p

a
te

n
t,

 u
ti
li
ty

 m
o
d
e
l o

r 
d
e
s
ig

n
. 

 

01 February 2017 3 

Prolog 
BSI heute 

 

• 600 Mitarbeiter 

• Zertifizierung von Produkten, Managementsystemen 

& Personen 

• Technische Richtlinien 

• De-Mail, Elektronische Ausweise, Smart Metering, 

eHealth… 

• Cyber-Sicherheit 

• CERT-Bund 

• Kryptotechnologie 

• IT-Grundschutz 

 

• Und nach wie vor: Materieller und IT-Geheimschutz 
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Inhalt 

 

• Vorstellung  

• Secure Landline Communications 

• Grundlagen: Geheimschutz 

• Geheimschutz und IT 

• Vergleich mit ISO 27001, BSI ITGS 

• Konsolidiertes Maßnahmenmodell 
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Secure Land Communications 

A worldwide leader in mission critical communications 

Public Safety and Defense Emergency Response Critical Infrastructure 

3,000,000 

Users in Public Safety/Defence 

in Europe, Middle East and Asia 

29,000 

Public Safety Answering 

Points in USA 

>100 

Operators for CNI in  Europe, 

Middle East and Asia 

>50% 

60% 

Cassidian Communications GmbH – Company Presentation 

5 January 2017 

>50% 
>60% 
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//  Page 6 

Secure Land Communications 

We support our customers in 75 countries 

countries in 

Middle-East/Africa 

2 

9 
18 countries in 

Latin America 

countries in 

North America 

31 

15 

countries in 

Europe 

countries in 

Asia/Pacific 
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Cassidian Communications GmbH 

Overview 

 
• Cassidian Communications GmbH is the regional 

entity of the Airbus Secure Land Communications 

Communication Business Line (SLC) 

 

• Responsible for business development, sales and 

operations in the  DACH countries (GE, AUT, SUI) 

plus dedicated export markets 

 

• Three sites with 191 employees overall 

(31.08.2016) 

• Ulm: HQ, PM, Engineering, Sales, Service 

• Berlin: Sales, Service 

• Sulzbach: Sales, Service, 24/7Service Center  

 

• Annual turnover of 131 Million € in 2015 (HGB) 

 

 

 

Ulm 

Sulzbach 

Berlin 

Cassidian Communications GmbH – Company Presentation 

January 2017 
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References (1) 
BOSNET 

• Nationwide coverage (including maritime islands and 

12-mile-zone) makes BOSNET worldwide the largest 

TETRA network 

• Designed for up to 500.000 users from police, fire 

brigade, rescue, customs and intelligence services 

• Strong customer focus on security, interoperability and 

resilience in both design and operations 

• Owned and operated by a federal agency (BDBOS) on 

behalf of the federal republic of Germany and its 16 

states 

• Key data: BS installations:  4.570* (4.800  planned), 

Switching Centes: 64*, two georedundant Network 

Management Centers, users:  520.000 * (>700.000 

users planned) 

• Cassidian Communications GmbH is the prime 

contractor for the installation, integration, 

commissioning and maintenance of the network  

    * August 2015 

Cassidian Communications GmbH – Company Presentation 

January 2017 
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 References (2) 

 POLYCOM 

 • POLYCOM:                                                                       

Nationwide PMR network in CH (TETRAPOL-Technology) 

• Roll-Out 1998 to 2014 

• partnership with ATOS AG 

• Delivery till today  app. 190 Mio.€  

• Next Campaigns  

– IP Migration 

– Extension with LTE Broadband 

 

 

 

BS  

User 

Switch 

installed     

 700 

50.000 

40 

Cassidian Communications GmbH – Company Presentation 

January 2017 
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References (3) 
Landesfunknetz Südtirol (LFN) 

• Nationwide  Tetra network for civil protection 

 (small copy of BOSNET) 

• Contract won after 1 year defending appeals 

form Motorola, project start 09.2013 

• First 62 base stations build up in 6 month in  

the mountains 

• Second batch of 51 base stations awarded end 

2014, acceptance planned in 2016 

• Further extension in the pipeline 

• Terminals  shall be awarded in 2016/17 

• Further network extensions planned for 

Phase 3 (2016) 

• Customer budget total 20 Mio for 5 years 

• Strategic footprint for the renewal of public 

safety networks in Northern Italy 

 

Cassidian Communications GmbH – Company Presentation 

January 2017 
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References (4) 
German Army 

• Secure, cellular networks for the German Army                                                

 CRF: 30 deployable shelters delivered 2008-2008, backbone for tactical 

communications for the German Army in out-of-area missions 

 TetrapolBw: PMR networks based on CRF for Bw installations in Germany  

 Support: in service support for all CRF system with stringent SLAs 

• Highly Mobile Cell (HochZeN):   
 3 mobile networks with NB voice and BB data capability delivered in 2014 
 Field trials to prepare procurement and CRF refurbishment scheduled in 2015 

Cassidian Communications GmbH – Company Presentation 

January 2017 
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References (5) 
Transport and Utilities 

• Networks for  

• Utilities (Lechwerke, Evonik, Stadtwerke Munich, Vattenfall, …)  

• Airports (Zürich, Berlin Tegel, … ) 

• Public Urban Transport (Hamburg Subway, Berlin Subway, …) 

• Voice Network for maintenance staff 

• Data network for command and control applications; 

• Basic communication infrastructure for future “Smart Grid” 

• Service contracts with stringent SLAs 

 

Cassidian Communications GmbH – Company Presentation 
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http://www.swm.de/privatkunden.html
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Grundlagen: Geheimschutz (in der Wirtschaft) 

 

• Voraussetzung: VS-Auftrag 

• Betreuung und Kontrolle durch BMWi 

• §25 SÜG  

• Geheimschutzhandbuch: 85 Seiten 

• Anlagen: 226 Seiten 

• Weitere technische Leitlinien  

• Sind VS-NfD… 
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Verschlusssachen 

 

• Information von amtlicher Stelle (oder auf 

deren Veranlassung) eingestuft 

• Klassifikation: 

• VS-Nur für Dienstgebrauch (NfD) 

• VS-Vertraulich 

• VS-Geheim 

• VS-Streng Geheim 

• Organisatorische, personelle, materielle, 

technische Maßnahmen  

 

 

 



Confidential 

©
 2

0
1
4
 A

ir
b
u
s
 D

e
fe

n
c
e
 a

n
d
 S

p
a
c
e
 –

 A
ll
 r

ig
h
ts

 r
e
s
e
rv

e
d
. 
T

h
e
 r

e
p
ro

d
u
c
ti
o
n
, 
d
is

tr
ib

u
ti
o
n
 a

n
d
 u

ti
li
z
a
ti
o
n
 o

f 
th

is
 d

o
c
u
m

e
n
t 
a
s
 w

e
ll
 a

s
 t

h
e
 c

o
m

m
u
n
ic

a
ti
o
n
 o

f 
it
s
 c

o
n
te

n
ts

 t
o
 o

th
e
rs

 w
it
h
o
u
t 
e
x
p
re

s
s
 a

u
th

o
ri

z
a
ti
o
n
 is

 

p
ro

h
ib

it
e
d
. 
O

ff
e
n
d
e
rs

 w
il
l 
b
e
 h

e
ld

 l
ia

b
le

 f
o
r 
th

e
 p

a
y
m

e
n
t 
o
f 
d
a
m

a
g
e
s
. 
A

ll
 r

ig
h
ts

 r
e
s
e
rv

e
d
 in

 t
h
e
 e

v
e
n
t 
o
f 
th

e
 g

ra
n
t 
o
f 
a
 p

a
te

n
t,

 u
ti
li
ty

 m
o
d
e
l o

r 
d
e
s
ig

n
. 

 

Geheimschutz 

Personell Materiell 

Einstellung Aktualisierung Erlöschung 
Kontroll- / 

Sperrzonen 
ITGA 

(Vorbeugender Sabotageschutz) 

Vervielfältigung VS Verwaltung 

VS-IT Sicherheits-

maßnahmen 
VS BKO 

Besuchs-

kontrolle 

RfV Inland / 

Ausland 

Belehrungs-

durchführung 

Kontakt zu 

Behörden 

Geheimschutz-Prozesse 
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• GHB 6.11.1 – „Grundsatz“: 

• Vertraulichkeit, Verfügbarkeit, Integrität 

• VSITR/U Maßnahmen: 
• Zuständigkeiten 

• IT-Planung & Beschaffung 

• Zugangs-, Zugriffskontrolle 

• Schutz von IT-Betriebsräumen 

• Löschen und Vernichten von Datenträgern 

• Systemwartung 

• Abstrahlsicherheit 

• Krypto-Richtlinien 

• Kennzeichnung von Datenträgern 

• Not- / Katastrophenfall 

• […] 
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IS Policies Organization of IS 
Human Resources 
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Operations Security 

Communications Security 
Systems Acquisition, 

Development & Maintenance 
Supplier Relationships IS Incident Management 

IS-Aspects of BCM 
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• Darstellung: 
• Pivot-Tabelle 

• Radar-Chart 
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Thank you for listening! 
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