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QVER 22,000 STUDENTS
OVER 10,000 STAFF




COMPLIGATED COMMITTEE STRUGTURE
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ASSESSOR COUNCIL PROCTORS
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EXECUTIVE _I

ADMISSIONS
COMMITTEE

BURSARS l

: Commitlee

Planning and enera f eview
Resource Education Personnel Research P?Jmm&lt Asmr;d m'z gm
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Committee Officers

Committee for

T Nominations Finance Development
Committee || Committee || Committee and Alumni
Relations

SENIOR
| steemmo

COMMITTEE
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TUTORS

OTHER COMMITTEES INCLUDING:
INVESTMENT

COLLEGE ACCOUNTS

COLLEGE CONTRIBUTIONS
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STATUTES BEFORE THE PRIVY
COUNCIL

ANIMAL CARE AND ETHICAL REVIEW

COMMITTEE TO REVIEW DONATIONS
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REVIEW

HUMANITIES
DIVISIONAL BOARD
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HEADLIVE NEWS

Oxford University college sorry for
rejection email errors

@® 14 January 2017 UK =5 Share

2
|

i A : o GETTY IMAGES

The rejection emails may have elicited more sighs than usual

An Oxford University college has apologised after sending rejected potential
undergraduates details of all their fellow unsuccessful applicants.

Hertford College sent out rejection emails, but included copies of letters with the
names, addresses and subjects of all the failed candidates.



VARYING REQUIREMENTS




WALKING A FINE LINE




IMPROVING INFORMATION SEGURITY

WEPONGATEN EXONRITY. YEOM DIVTLOMES RABABILITY AED GABASITY PROVIESS DIREGTION AND SVPHIAT D1 VI OORcpLng

7

IPENTIV VRS Gidedfe JEWFELE

.,

T anaivIem@NseV?



IDENTIFYING CROWN JEWELS

T

. > :: '!:E“




INFORMATION SEGURITY TEAM

Unix Systems
Security

Administrator

Computer
Security
Specialist

Head of
‘Security
Operations

Computer

Security
Specialist

Computer

Security
Specialist

Head of Security
Governance Risk
& Compliance

Information
Security Architect

Junior SGRC
Officer

Apprentice

SGRC Officer

SGRC Analyst




DEVELOPING GAPABILITY AND GAPAGITY
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RISK MANAGEMENT

BASELINE SECUMTY S0WTROLE
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FOGUS OV AGTION

Information N -
Sec U rity A Report an Incident

= Contact Us

# GUIDANCE&POLICY |IWANTTO.. SERVICES WHATWEDO

# Guidance & Policy / Working with Third Pa
Management of Information

——" Working with Third Parties

‘Working with Third Parties

A safe pair of hands or the weakest link? Before you entrust sensitive information to any pariner or suppiier,
Compliance you need to be sure they can and will keep it safe from attack.

As a Head of Division, Head of Department or Faculty Board Chair, you have a responsibility to ensure third-
Training and Awareness parties who deal with University data don't expose the University and your division, depantment or faculty to

unnecessary information security risks.

IT Security
Information Asset - .
Policy ~ Requirements How to Comy
Management I + ply e
-
Risk Management |n order 1o ensure that third-party pariners and suppliers meet the

standards of Information security required by the University and your

division, department or faculty, you must:
Incident Management P .30
1. maintain an up-to-date record of all third parties that access, store or

process University infarmation on behalf of your division,
department or facuity

. ensure that, for all new agreements with thirc parties, cue diligence
5 exercised around information security and that contractual
arrangements are adequate

. ensure that information security arrangements contained in existing
agreements are reviewed and are adequate

. menitor the compliance of third parties against your information
security requirements and contractual arrangements

Physical and Environmental

]

W

F




v Requirements

W Policy

F

In order to ensure that third-party partners and suppliers meet the
standards of information security required by the University and your
division, department or faculty, you must:

1. maintain an up-to-date record of all third parties that access, store or
process University information on behalf of your division,
department or faculty

2. ensure that, for all new agreements with third parties, due diligence
is exercised around information security and that contractual
arrangements are adequate

3. ensure that information security arrangements contained in existing
agreements are reviewed and are adequate

4. monitor the compliance of third parties against your information
security requirements and contractual arrangements

ental

# How to Comply ©

Tools & Resources

Download Third Party
Security Assessment (TPSA)

Download TPSA Guidance
Notes

Download doud security
guidance

Download doud security
checklist

Download doud information
security considerations

Download inventory template

Services
Third party information
security

Further Information

Download ICO cloud
computing guidance

JISC doud computing
guidance
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ANISATIONAL GONTE

LEVEL O LEVEL 1 LEVEL 2 LEVEL 3 LEVEL 4 LEVEL 5
NON-EXISTANT INITIAL REPEATABLE DEFINED MANAGED OPTIMISED
All controls exist and
are applied
All controls exist and . ppli
. All controls exist and are applied
All controls are in . the unit; assurance
Some of the controls are applied consistently across
place to some degree X activities take place
Mo controls in the exist but are not but are not all applied consistently across | the unit; assurance to canfirm the
description exist applied consistently . L the unit but activities take place
consistently across effectiveness of all
across the unit . assurance of controls to confirm the
the unit is ad-ho effecti £ controls and evidence
5a ¢ nessa exists to demonstrate
controls .
improvements fram
lessons learned
DESCRIPTION OF REQUIREMENTS
ManagementOfl | MIS.01 Assign overall cwnership of information security within your
1ent of [ nformationSecu |division, department or faculty:
on rity - Define and document any specific information security, regulatory or
legal requirements for your division, department or faculty; . . . .
- |dentify and assign specific roles and responsibilities related to Information security | Information security As at Level 4, with
. . r L . . responsibilities are responsibilities are As at Level 3, with .
Inforrmation Security within yeur division, department or faculty; Information security ) ) i T o | evidence that output
- Embed Information Security into your management framework. responsibilities are included in most included in al responsibilities within from reviews has
No management ) . ) relevant job relevant job job descriptiens and
) included in some job L . ; . 5 been acted upon.
ownership of e descriptions and descriptions and infarmation security
- . 3 descriptions and : ) I . . Assurance over the
information security | . issues are considered | security issues are requirements being .
. issues are considered . . effectiveness of
exists. by management considered by reviewed by ) .
by management on an controls is provided
i regularly. Regulatory | management termly. | management on an )
ad-hoc basis. R K ) through independent
requirements have | All requirements have annual basis. review
been articulated. been articulated. .
-aining | TrainingAndAwa | TAA.0L Arrange and annually repeat a compulsory information security
eness [reness awareness training to ensure staff fully understand their Information
Security responsibilities:
- Include information security awareness training as an integral part of Some information
the pracess for new joiners; security training exists As level 4, with

- Maintain up-to-date records of awareness training completion.

No information
security training
exists.

Information security
training exists but it is
not part of the
process for new
starters.

and is part of the
process for new
joiners. Refresher
training is available
and completion
records are
maintained but not all
staff regularly receive
equivalent training.

All new staff complete
equivalent
information security
training. Thereis
annual refresher
training and
completion records
are maintained.

As level 3, with staff
periodically
completing and
passing a testto
maonitor their
understanding.

additienal activities to
test awareness (e.g.
phishing campaigns).
Training offerings are
adjusted based on the
responses to
awareness activities
and current threats.




TEGHVIGAL CONTROLS

| ome | oecaemon | eweecreoresnee | weemewteo | cowwews | _cowsmawns | mmeAtoN |
ACC.O hocsss ACC.01 Restrict access to all systems to - Review access cantrol paficdes
control authersed users and admins far appropriate - Examine roles and accoss requirements

and authorised sctvities onky In dance - Intendew management

with business requirements.

ACCOZ Apcess ACC.O2 Set access control systems to ‘deny-all’ - Revlew vendor documentation

Control access by default and anly allow access thatis - Examine system configuration settings
specifically autharised.

ACC.03 Aremss ACC.03 Authenticats sec e via sacure - Review authentication procedures

Controd authentication protocols. « Examine system configuration settings

- Observe authentication process

ACC 04 Apcess ACC.04 Ensure that sedcions are terminated - Resview authentication procedures
Control after a defined periad of inactivity. - Examine system configuration settings
ALC.AO5 Aocwss ACC.O5 Lise Individual aceounts with unique - Review account provigkaning procedures
Controd identifiers for the identification of all users, - Examine it of accounts

Including administrarors. - Interview personaal
ACCIOE Aeceacs ACC.08 Disable or delete defsult vendar, - Review vendor dacurmeantation
Controd ananymous and guest accounts. - Examine canfiguration and account

Anttings

- Interview personn el

ACCAT Apoacs ACC.O7 Change all default passwords, including - Review vendor daeumentation
Controd administrator or root passwards, and ensure - Examine configuration and account
new passwords meet minimum requirements,  settings
- Interview personnel

KOCOB Aptecs ACC.08 Configure systenm Lartings to anfares the - Review suthentication proceduras

Control change ar creation of passwords at the first log- - Oharve account provisioning process
on

ACC09 Mocess ACC.08 Uise passwarnds which are at least 12 - Review palicies and procedures

Control tharacters lang OF have at l=act equivalent - Examine canfiguration settings
strength and complowity. - Interview prrsonnel

ALC1D Accacs ACC.10 Document users with authorised system - Examine documentation

Conitral adiminlstiater privileges, - Interview pesonael

AOC 11 hocess ACC.11 Manage all acoess Wia security groups of - Review roles and access reguiremerts
Control roles bo ensure alignment between their access - Examine configuration settings
rights and their job functions. - Intervicw personne|



TEGHNIGAL GON

| T | DESCRPTION | EXPECTEDTESTING |  IMPLEMENTED

ACC.01 Access ACC.01 Restrict access to all systems to - Review access control policies
Control authorised users and admins for appropriate - Examine roles and access requirements
and authorised activities only, in accordance - Interview management

with business requirements.

ACC.02 Access ACC.02 Set access control systems to 'deny-all' - Review vendor documentation
Control access by default and only allow access thatis - Examine system configuration settings
specifically authorised.

ACC.03 Access ACC.03 Authenticate access via secure - Review authentication procedures
Control authentication protocols. - Examine system configuration settings
- Observe authentication process

ACC.04 Access ACC.04 Ensure that sessions are terminated - Review authentication procedures
Control after a defined period of inactivity. - Examine system configuration settings
ACC.05 Access ACC.05 Use individual accounts with unique - Review account provisioning procedures
Control identifiers for the identification of all users, - Examine list of accounts

including administrators. - Interview nersonnel
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OMPLIANGE AND ASSURANGE
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CONSISTENT SEGURITY

EFFEGTIVE AVP EFFIGIENT GONTROLS

S

HIGH LEVEL OF ASSURANGE



WHERE ARE WE NOW?

SELF ASSESSMENT

C——————



WHAT DO WE NEED TO DO?

AVALYSIS OF RESULTS

WHERE 1S THE RISK

WHERE TO FOGUS EFFORT



HOW TO GET THERE?

REPORTS 0N GOMPLIANGE

REGOMMENDATIONS AVP AGTIONS

PROVIDING SUPPORT
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MEASURING SVGGESS

RINSE AND REPEAT

DEMONSTRATE IMPROVEMENT

LINK TO INGIDENT STATS




INGREASING ASSURANGE

SPOT GHEGKS

INTERVAL AVDIY

EXTERVAL AUDIT
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¥ Information Security Model

DATABASE OF AUDITS AVD COMPLIANGE

|
i
o
o

T}g: Assessments and Audits
1L} Baseline High Level Maturity Assessments
& a1
[£] _Templste Audit (Copy Me)
4% Controls
[£] HLMAHUM OxfordMertin
%, Controls
&) COMDI Compliance [HLMA HUM.CodordMartin 2017.csv]
A INC.01 Incident Management [HLMAHUM. CodordMartin 2017.c5v]
& ITS.01 1T Security [HLMA HUM.Cxfordhartin 2017.cov]
A MI5.01 Management of Information Security [HLMAHUM. OxfordMartin. 201 T.csv]
&) MOB.0T Mobile Dewnces [HUMA HUM. OxfordMartin 2017, csv]
&J PAE.D1 Physical and Environmental [HLMA.HUM.OrdardMartin 2017.csv]
&) TAA D1 Training and Awareness [HLMA HUM.Odfordhartin 2017 coe]
&) WTP.01 Working with Third Parties [HLMA HUM.CrdiordMartin.2017.c5v]
L}l Basetine Techmcal Level Secunity Assessments
i a7
[] _Templste Audit (Copy Me}
[] TLSAHUM.OxfardMartin
& Confrols
&7 ACC.0N Access Control [TLSAHUM.OdordMartin 201 7.csv]
@ ACC.O2 Access Control [TLSA HUM.CordordMartin 201 Tesv]
& ACCD3 Access Control [TLSA HUM.OrfordMartin 20 T.csv]
& ACC.O4 Access Control [TLSA HUM.CofordMartin 201 esv]
) ACC.05 Access Control [TLSA.HUM.OxdordMartin 201 7.csv]
@ ACC.0E Access Control [TLSA HUM.CodordMeartin 201 T.esv]
o ACC.OT Access Control [TLSA.HUM.CofordMartin. 200 T.csv]
o ACCDE Access Control [TLEA HUM, OdordMartin 201 T.csv]
& ACC.D9 Access Control [TLSA.HUM.OfordMartin 201 7.csv)
o ACCAD Access Control [TLSA HUM.OrfordMartin 20N T.csv]
& ACCI Access Control [TLSAHUM.CidordMartin 201 7.csv]
& ACCA2 Access Control [TLEAHUM.CdordMertin 201 T.csv]
& ACC.13 Access Control [TLSAHUM.OxferdMartin 201 7.csv]
) ACC.H Access Control [TLSAHUM, Odordhartin 201 7.csv)
o ACC.5 Access Control [TLSA.HUM.CofordMartin 201 7.csv]
) ACC.16 Access Conttrol [TLSA HUM,CfordMartin 201 T.csv]
& ACCAT Access Control [TLSAHUM.CfordMartin. 201 T.csv]
& ACCIE Access Contrel [TLSA. HUM.OdordMartin 201 T.csv]
& ACC.19 Access Control [TLSA.HUM.OxfordMartin 201 7.csv]

D) ACQ Systemn Acquisition Development and Mai [TLSAHUM OafordMartin201 T.csv]
o ACCL02 System Acquisition Developrment and Mai [TLSA HUM.O: in2017.csv]
& ACQD3 System Acquusition Development and Maintenance [TLEAHUM OafordMartin 201 T.csv]
M ACCL4 System Acquisition Development and Mai [TLSAHUM. Oufor in.201T.cov]
& ACCLDS System Acquisition Development and Maintenance [TLEAHUM OafordMartin 201T.esv]
= ACCLDE System Acquisition Developrment and Mai [TLSAHUM in2017.csv]
o ACQLOT System Acquisition Developrment and Maintenance [TLSAHUM.OxferdMartin 201 T_cav]
= ACCL08 System Acquisition Developrment and Mai [TLSAHUM, in201T.cov]

o ACCLEE System A ition Development and Mal [TLSA HUM. OxfiordMartin201 T.cv]

ACCIN Access Control

Abbreviation |

Tags | AccessContrel

Document
* |mplementation
Implemented Hh »

Change..

Explanation

Objective

Implementation date |27/03/2017

-]

* Staternent of Applicability
Sok: Control selected  []
Sol: Reason for selection  unedited

~ Greenbone GSM.

Descrption

GSMTag |

GSMCPE |

~ Control Strength

Impact on Confidentiality No effect b |

Impact on Integrity No effect hd

Impact on Availability  No effect v

Probability of scenario Mo effect =

Flelstions toc ol i [ |




|/ Baseline High Level Maturity Assessments
) 2017
[£] _Template Audit (Copy Me)
. Controls
HLMA.HUM.OxfordMartin
# Controls
A) COM.01 Compliance [HLMA.HUM.OxfordMartin.2017.csv]
&) INC.01 Incident Management [HLMA . HUM.OxfordMartin,2017.csv)
&) ITS.01IT Security [HLMA.HUM.OxfordMartin.2017.csv]
&) MIS.01 Management of Information Security [HLMA.HUM.OxfordMartin.2017.csv]
) MOB.01 Mobile Devices [HLMA.HUM.OxfordMartin.2017.csv]
&) PAE.01 Physical and Environmental [HLMA.HUM.OxfordMartin.2017.csv]
£) TAA.01 Training and Awareness [HLMA.HUM.OxfordMartin.2017.csv]
&) WTP.01 Working with Third Parties [HLMA.HUM.OxfordMartin.2017.csv]
_JV Baseline Technical Level Security Assessments
£ 2017
;] _Template Audit (Copy Me)
TLSA.HUM.OxfordMartin
«# Controls
o7 ACC.01 Access Control [TLSA.HUM.OxfordMartin.2017.csv]
o7 ACC.02 Access Control [TLSA.HUM.OxfordMartin.2017.csv]

o7 ACC.03 Access Control [TLSA.HUM.OxfordMartin.2017.csv]
~7 ACC 0 Arrecc ( nntrnl [T1 SA HIIM OhvfardMardtin 2017 cavl



B | Edit Data Set - Data Set

Data Source

Query

Output Columns
Computed Columns
Parameters

Filters

Property Binding
Settings

Preview Results

GREATING QUERIES

Create a report query

S

Relations Al|| Change...

Move Up Move Down

O [Audit
O Audit
O Audit
O [Audit

O 'Audit

Add Empty

Duplicate Last

Title

Controls

Controls

Controls

Controls

o

w

L

LY

Remaove

Control
Control
Control

Control

Title

Tags

Implemented

Explanation

Load Query | Save Query

cace




B BIRT Report Designer

CENERATIVG REPORTS

file Edit Insert Element Data Page Bun  Search Window Help

il @ Qv -

v G vt G 'S

i Palette % | # Data b fiiResour_ = O

Lz Pointer Select

L Rectangle Select
= Report Items

Bl abel

ETexr

abl Dynamic Text

@ Data

= Image

[ Grid

Bl List

T Teble

I Chart

EBCross Tab

(= Owick Tools
[ Aggregation

~ [ TLSA.rptdesign
¢ (& Data Sources
~ i Data Sets
~ ¥ Data Set
E Audit Title
B Control Title
E Control Group
E Implementation
E Explanation
E Division
E Unit
G Data Cubes
13 Report Parameters
(% Variables
> [ Body
+ [ MasterPages
3 Styles
& Embedded Images

5 HLMAptdesign | [ TLSAT ¢ | B EXEMP_new.rptdesion
T 3 R S S e

~ AuditTile | Control Tile | Control Group | Implementation ~ Explanation | Diisien | Unit
TAudit Title] \[Control Tile]  [Control Group]  [Implementation] [Explanation]  [Division] TUnit]

Layout Master Page | Script| XML Source | Preyiew|

 Propeny Editar - Data Set 2% | = Properties |

Properties|

Genaral

Name: Data Set.
Element ID: 8
Data Source  Data Source




GCENERATING REPORTS

V. Report O 5
Generate report
Create a report with data from verinice. Reports can contain malware
or other security hazards. Only use reports from sources that you trust.
Choose Report: (L) TLSA v
Top level element: QUERY_TEST_TLSA
Output Format Excel Format (XLS) v

Output File

Use date in file name
Always use this directory

CA\Users\dunca\Documents\TLSA_QUERY_TEST_TLSA_2017-01-27 xls Browse...

oK

Reset reportcache

Cancel




CENERATIVG REPORTS

Audt Tilk

HLWA MFL Hogea
fa

HLAA MPL Hogwa
i

HLMA, MPL Hogmen
g

HLWA MPL Hogen
s

HLWA MPL Hogen
s

HLWA MPL Hogea
s

HLWUA MPL Homen
s

HLWLA WFL Hogwa
s

Gantrg | Tllg

CoML
Comliarce

ING.01 freidant

Marugnmuk

ITS.01 T Swrrity

Mz
Marmgomet of
Imormation
Security

MEB D1 Mohin
Devices

FAED Physica
and Enviranmesntal

TAADH Training
and Awaranass

WTP.0F Woriing
wih Third Partias

Ganieal Deseriplion

COMLH - Parkorm ragular complance reviews of your 2
diviiion, depariment of laculty's nfonmation security
amangamants ageinsl Unwmrsty pokey

- Rispart an com pance within your diision, depadtmant or
Iaguty 1o yaur Divisional Infcrmalion Security Warking
Group and e Jont Inkrmation Securty Advecey Group.
INC.01 Ensura laeal oroceduses are in flace far tha
wgaimenit ol informalion desinily incidents within your
dhviies, dusartmeed or fily

weng wih
averd re-cturrenes.

175,01 Ensure ak sysien e dhvision

it s Unupesity's basslnn

ity Maragemers
- Incidu Manageerent

- Sysiem Acquiston and Dewslopment
- anicring and Loming

- Change Managemenl

MIS D! Assgn ovoral oenershap of inkrmahon secunly. 1
wilkin your divisicn, de parimenl or laculty:

- Diefine and document any specic imormation securly.
nequbaiory o legrl recirmens 1ot your dhision

degariment or fanlly:

- ety znd assign geciic roies and responsinitiss
neiated |5 Imormation Serunty withi your chision
degarimen o family:

- Embed Inlormaton Securdy nig your eanagereent
Iramemork

MR 07 - Enure thel any mobile devices wihin your [
drvision, depariment of taculy e approprale conlnis i
placa:

- Brolpcind Iram urautharised access by ak leasl a d-dgi
Pk or a passphrase;

» Conligured o ansure ihey auaratizaly look fter 2

poricd ol Inactdy;

- Conligured in such 2 wary thin fey can e remololy wiped
It v of o
- Bt ks encrypted al rask;

- @y hawe trusted applcalians Inom ropulale sources
instariod,

- Currerity rocuking sofware updates bom the.
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Audit Title

Control Title

HLMA MPL.Hogwa COM.01

rts

Compliance

HLMA.MPL.Hogwa INC.01 Incident

rts

HLMA.MPL.Hogwa ITS.01 IT Security

rts

Management

HLMA MPL.Hogwa MIS.01

rts

Management of
Information
Security

Control Description

COM.01 - Perform regular compliance reviews of your 2
division, department or faculty's information security
arrangements against University policy:

- Report on compliance within your division, department or
faculty to your Divisional Information Security Working

Group and the Joint Information Security Advisory Group.
INC.01 Ensure local procedures are in place for the 2
management of information security incidents within your
division, department or faculty:

- formal incident response procedures exist to reduce the
impact of incidents;

- procedures exist for the communication of incidents to
relevant stakeholders;

- incidents are investigated to identify root causes;

- incidents are recorded along with lessons learned to
prevent re-occurrence.

ITS.01 Ensure all systems within your division, department 2
or faculty comply with the University's 'baseline' information
security controls for:

- Access Control

- Network Security

- IT Operations

- Vulnerability Management

- Incident Management

- System Acquisition and Development

- Monitoring and Logging

- Change Management

MIS.01 Assign overall ownership of information security 1
within your division, department or faculty:

- Define and document any specific information security,
regulatory or legal requirements for your division,

department or faculty;

- Identify and assign specific roles and responsibilities
related to Information Security within your division,
department or facultv:

Maturity Comment Division

MPL

We are alert to the need to report incidents but our MPL
procedures are not as formalised as required at

level 3. We have acted on lessons learned though
including initiating a division-wide training session
following an incident.

See technical assessment for further details. MPL

The importance of Information Security is MPL
recognised at Senior Management level. Issues are
considered by management regularly but further

work is required to embed a systematic approach
including aspects suchs as listing information

security responsibilities in job descriptions.

Department

Hogwarts

Hogwarts

Hogwarts

Hogwarts
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Information Security Team
Baseline High Level Security Assessment

=== fyerage for Section  ==Se=Target

5

Individual scores are summarised in the heat map below:

Incident Management

IT Security

Ma nageme nt of Information Security
Mobile Devices

Physical and Envimnmental
Training :
Workmg with Th |rd Pa rtles
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Information Security Team
Baseline High Level Security Assessment

Executive Summary

Overview

This report summarises the baseline self-assessments completed by the sections of UAS as part of the
Information Security Team (IST) review of information security maturity across the collegiate university.
These assessments measured each section’s current maturity level against a 5-point scale for each of 8
security domains, The assessments will be repeated on an annual basis to enable the university to
demonstrate steady improvements to information security maturity.

UAS maturity

The average maturity of all UAS sections in each of the security domains is between 1 and 3 out of 5 with an
overall average of 2.2, This is not unexpected: the IST trialled the assessment process with 6 university units
aver the long vacation and the average score was roughly comparable. It is also important to note that a
realistic initial goal is to raise overall maturity to a 3 across the entire collegiate university,

e fyorage T gt

Compliance
5

Woorking with Third Parties Incident Management

Training and Awareness IT Security

Management of information

Physical and Enviror ttal
ysical and Environmental Security

Mabile Devices

Specific maturity scores varied significantly, both across sections for security domains and across security
domains for individual sections, with many instances of extremely low and high levels of maturity. Despite
this, average maturity scores for sections do not differ by large amounts but rather show the same 1to 3
maturity rating ohserved previously,

CONFIDENTIAL Page 20f 12



Page 3 of 12

Information Security Team
Baseline High Level Security Assessment

Incident management

Requirements
Ensure local procedures are in place for the management of Infarmation Security incldents within your
division, Section or faculty:

=+ formal incident response procedures exist to reduce the impact of incidents;
*  procedures exist for the cor ication of i torel stakeholders;
+ incidents are investigated to identify root causes;

+  ncidents are recorded along with lessons learned (o prevent re-acturfence.

Results
Maturity Level | Description 2 Sections

Level 1: Initial | Security incident procedures are in place but are not ‘Wordswarth, Foxe
formalised. i
Level 2: Incident response procedures exist and incidents are Howwarts
Repeatable investigated and reported to senior management on an ad-hoc
basis.
Level 3: Incident response procedures are decumented and fellowed Cardinal’s
Defined by all. Records of incidents are maintained along with root

causes and lessans learned. Incidents are periodically reported

Comments
Overall maturity is generally high in this area, though the 15T has identified that there is no formal UAS
incident management process for sections to follow.

Actions
Action ) Owner Target
Take forward the actions in individual repaorts from the |ST and report back  All sections July 2017
1o the divisional working group
Farmalise and document incident management procedures and wark IST July 2017
within IT Services to ensure they are followed to internally
Investigate future ding of incld within pl d Risk 15T duly 2017
and Compliance software
Follaw-up on areas of good practice and disseminate this information 15T July 2017
across the whole of UAS
CONFIDENTIAL Page6of12
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LOOKING AREAD
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